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Special Notice

Before using this information and the product it supports, read the information in the Notices

section at the end of this document.
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Edition Notice

This edition applies to BigFix Resolve Admin Guide version 1.1 and to all subsequent releases and

modifications until otherwise indicated in new editions.
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1 Introduction

In today's digital workplace, peak employee performance is imperative which can be hard to
achieve. With the proliferation of devices, applications, and data, today’s stretched IT staff needs
to reduce help desk incidents while increasing user satisfaction. HCL BigFix Resolve is a User
Workplace Optimization Solution that leverages the power of BigFix to enable user self -help to
initiate essential fixes without the need for IT intervention. Unlike solutions that only recommend
actions, BigFix Resolve enables users to remediate issues in real-time.

HCL BigFix Resolve is a user workspace optimization solution that leverages the power of BigFix to
enhance the employee digital experience. BigFix Resolve minimizes IT Support burdens by pre-
emptively resolving commonly occurring system or application issues through unassisted
automation, using its powerful "Sense Heal" technology. By simplifying the use of BigFix content at
the endpoint, BigFix Resolve helps end users solve their own problems, increasing productivity and
lowering operational costs. For the first time, end users can leverage advanced BigFix automation
with a single click. In contrast to solutions that require extensive set-up and custom rule creation,

BigFix Resolve leverages predefined automations to optimize the user's digital experience.

2 Elements of BigFix Resolve

BigFix Resolve comprises the following elements —

1. Fixlets (approximately 60 scripts):

— Self-healing

— One-Click Solutions

Self-Healing Fixlets are pre-built remediation tasks that can be customized to meet the specific needs
of an organization. These fixlets are designed to automatically remediate known issues on endpoints,
such as patching software or updating drivers. Self-Healing Fixlets can run automatically, and they can
be scheduled to run at specific times or triggered by specific events.

One-Click Solutions, on the other hand, are designed to provide a quick and easy way to remediate
issues on endpoints. These fixlets are typically used for common tasks such as installing software,
changing configurations, or restarting services. One-Click Solutions can be run with a single click by

end-users or IT staff, and they are designed to be simple and easy to use.
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Self-healing fixlets can be configured as policy actions and one-click fixlets can be configured as offer

actions.

v & By Category
& Configure (6)
& Install (2)
@ One Click Solutions (16)
& One Click Solutions - Browser/Edge (1)
& One Click Solutions - Performance (1)
@ One Click Solutions - Protect/Restore (4)
& One Click Solutions - Quick Optimizations (6)
& One Click Solutions/Self Healing (20)
@ One Click Solutions/Self Healing - Application Maintenance (3)
& One Click Solutions/Self Healing - Browser/Edge (1)
& One Click Solutions/Self Healing - Device Compliance (5)
& One Click Solutions/Self Healing - Java (1)
& One Click Solutions/Self Healing - Quick Optimizations (2)

Figure 1 - Self-Healing Fixlets/One-Click Solutions
Fixlets in the One-Click Solutions/Self-Healing category can be configured as a Policy (Self-Healing) or

One-Click (Offer) action, whereas fixlets that do not contain the Self-Healing category can only be
configured as a One-Click (Offer) action.
2. Components:

— BigFix Resolve WebApp

— BigFix Resolve Client Dashboard

This dashboard consists of two Self Service tabs:

e Assistant
e Ticket

2.1 BigFix Resolve WebApp

This is a web service built on IIS (Internet Information Services) that is used for Service Now
integration (an optional component, anyone can opt in or opt out of it), allowing end users to use

the BigFix SSA Ticket Dashboard to raise a ticket for fixes that are not available in the catalog.
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System requirements for the BigFix Resolve WebApp are as follows:

2.1.1 Hardware requirements

The requirements are for a server where BigFix Resolve Webapp needs to be installed in
case Service Now integration feature is used.

Table 1 - System requirements for BigFix Resolve WebApp

Requirement Recommended Minimum
CPU 4 2
Memory 8 GB 4GB
Processor Architecture 32-bit processors 32-bit processors
64-bit processors 64-bit processors
Processor 2.3 GHZ 1.8 GHZ
Disk Size 20 GB Free Disk 20 GB Free Disk
Operating System Window Server 2016 & above Window Server 2016 & above

2.1.2 Software requirements

1IS Version: 10.0

Manually install 1IS on the server where you want the BigFix Resolve Webapp to be installed.

IS (Internet Information Services) is a web server software developed by Microsoft for hosting and

serving web applications and websites on Windows operating systems.

.NET Core: ASP.NET Core Runtime 8.0 or higher

This will be deployed automatically by the Resolve Webapp Fixlet

2.1.3 Certification requirement

SSL Certificate:

A trusted SSL certificate issued by a recognized Certificate Authority (CA)

This certificate is mandatory, and the configuration cannot be completed if it is not
provided. The customer has to obtain the certificate themselves. Currently, only trusted CA
certificates are supported by SSA.
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Using the SSL Certificate involves the following steps:
This is only applicable if BigFix Resolve Webapp is successfully installed. For installation,
please refer to section 2.1.6.
1. Login to BigFix Resolve Server and go to Search to look for IIS (Internet Information

Services)

M) Payse Record @ Stap Record =k Add Comment ¥ ~
5 O © Filters v/

Best match

\ﬁ Internet Information Services (1IS) Manager
Desktop app L

Figure 2 - BigFix Resolve Server

2. Runit as Administrator

1) Payse Record ) Slop Record =4 Add Comment @ ~

B O @
Best match

\h Internet Information Services (I1S) Manager
Desktop app

53 Run as administrator

TR Run as different user
@ Open file location
<2 Pin to Start

<1 Pin to taskbar

Figure 3 - Run it as Administrator

3. Check if the BigFix Resolve Site exists
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= Internet Information Services (IIS) Manager

BigFix Resolve Admin Guide

93 » SRAWIDESQLTOO! »
Pl B3 Steps Recordee - Recording Now @
@ Pause Record @ Stap Record =1 Add Comment @ ~
v

Q- id (7 8
Start Page

~J1 Home

2 Restat

A Filter: - % Go - G ShowAll | Groupby: Ares 8- > S
} gAppkaook ASP.NET . Stop
& Sites o) [os
. | Bt m e 9B RE QR e
howmw-esa- NET NET NET Error NET NETTrust  Application Connection MachineKey Pagesand  Providers View Sites
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings. Controls @ Get New Web Platform
Companents

@ Hep

Figure 4 - BigFix Resolve Site
4. Right click on BigFix Resolve Site. Then click on Edit Bindings and check for

HTTPS Certificate

@) internet Information Services (1IS) Manager - o X
@ » SRAWIDBSQLTOO! » Stes » BigFixResolve »

File 01 Steps Recorder - Recording Now

(@ Pause Record @ Stap Record =1 Add Comment @ ~

1 me
@-ld 28 2 B Eplore
Start P .
45 snawossouroor oRvces| | PR - 7 o - EiShowal |G by ares -E s
b et —— |l e
. 2 & @ ¢ B D &9 & B B B .
> @ Bplore NET NET Error NET  NETProfile .NETRoles .NETTrust .NETUsers Application Connection View Applications
;| EdtPemissions.. Compilation  Pages  Globalization Levels Settings Viow Vel Dirsctns
S LT B @& = T
i g ‘Add Virtual Directory... Pw;“ ,l s B .&ms o 2 Restat -
> - Controls » sn
Y Memagewdiee » o | || 9 Ser
- =
- =2 y : S sai Browse Website
- | B 8 ‘3 o @ B @ = (8] Browse 5444 (htps)
S X Remove Authorizat.. Compression Default  Directory  ErorPages  Faled  Handler  HTTP HTTP vt S
3 = ™ Rules Document  Browsing RequestTa.. Mappings  Rediret  Respon..
i . S & Configure
T = 0 » & # £ § @ et
» ISAPIFiters  Logging MIMETypes Modules  Output  Request  SSLSettings  WebDAV it
: Ht;: Switch to Content View Cachis Fiteri y ey
i 6 (1 zh-Hant Management - Add FTP Publishing...
> 49 Default Web Site
E © Hep
Configurat... IISManager
Editor  Permissions
< E“ Features View || Content View
Ready

Figure 5 - Edit Bindings
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Wy intemet Information Services (1S) Manager o
@5 | @ » SRAWIDESQLIOO! » Stes » BigFaResohe » | e
File. V| B Steps Recorde - Recording Now |
GO ) pose Reccrd @ Stop Record =1 Add Comment. @ '.iame
o-W(Z8 - e B Eplre
Start Page o s = Edit Permissions....
Fiter:
v & T001 (DRYICELA/ inding: ? X — Edit Site.
- &2 Application Pools ASP.NET t -
v (&) Sites 2 Bindings.
- @ BigFResove "] Type  HostName Port  IP Address Binding Informs... Add.. | [ Basic Settings.
|>8e Ay s e -] P | View Applications
> g“ Ao, O [ View Virtual Directories
yides e
-1 R [ e | Manage Wetsite B
s ety 2 $ e
>dje » S
>l ko . sop
s t - . =
> Logs Browse Website
yEe “
5 -2 pt-8R @) Browse wse “B444 (https)
g Authentic... Aut Advanced Settings...
» i) runtimes
> 3 sakt ? Comtvpars
TR ‘ Failed Request Tracing.
> 12 wwwroot 1P Address IS4 Limits...
are | e e
5 0 zh-Hant + - Add FTP Publishing...
» &9 Defoult Web Site g il @ Hep
Configurat... IS Manager
Editor
<8 E.‘ Features View | (.5 Content View

Figure 6 - Edit

5. By default, it will show a CA-signed Certificate but we require a host-based certificate.

So, click on Cancel.

B Intermet information Services (1S] Manager

E——
@ » SRAWIDBSQLTO01 » Sites » BigFaResove » e e-

File V| I3 Steps Recorder - Recording Now

= )
Commecth i) Poyse Rocord @ Stop Record =X Add Comment. @ -
- Y

wrgrimrwovres s )ME

8 B Bplore
W Start Page e Edit Site Binding ? % | Edit Permissions...
a - Edit Site
Bindings

[ Basic Settings...
) View Applications
View Virtual Directones

E
]
=

-

Machine Key Pa o e

>l | 8 » St

@ . [ Disable HTTP/2 o |l m e
|3 g:gl “ | B . Browse Website
| 2 peer [$) Browse *:3444 (hitps)
| >@m At A8 Advanced Settings.
| » 2 runtimes - Configure
| > i sar St catheas = — T 5
S B v‘ l—‘SI ‘ (7= | siled Request Tracing.
| > 4 wwwroot 1P Address 1A Limits..
[ 5 2 thans and Doma... E HSTS.
| > 2 zh-Hant Management — E | - Add FTP Publishing...
> 4@ Default Web Ste

a @ Hep

« I {51 Features View |i.2 Content View

Figure 7 - Cancel
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6. Thenclick on Close, to close the dialoge box

BigFix Resolve Admin Guide

& @ » SRAWIDBSQLTOO! » Sites » BigFiResolve » Wl oe-
File V BYSiep vg Now |
Gt ) payse recordt @ top Record <L Add Cormment @ o] o
Q-2 I8 - e B soors
N3 Start Page = = _— = Edit Permissions.
V&g 001 RvCELA | =" . ? e esve |
2 Application Pools ASP.NET {Sha Snclogs * - :‘":’:;
v 8] Sites i A
« @ BigFaResove 3 Type  HostName Port P Address Binding Informe... Add.. [ Besic Settings.
>iles NET hitps au v E View Applications
(3. st Co ot
>illes - =
> @ & | Remow | Manage Website @
>@w Machine Key Pa e & Restat
> @ q » San
>Ek o sop
;B togs s -
: 3 : &R “ @ Browse “8444 (hitps)
g Authentic... Aut Advanced Settings.
» -2 runtimes
=
&ty % Pt e T
> 12 wwwroot 1P Address Limits,
S| S e
> [ zh-Hant Management . b - Add FTP Publishing...
> @ Default Web Site
LJ a @ Hep

Configurat... IS Manager

Editor Permussions

@ 5| [ElFeatures View | i3 Content View

Figure 8- Close

7. For Host-based certificate, go to the path where Host-based certificate is downloaded

v U SearchSSL »

M B s sst
Bl o 5o v
& B Steps Recorder - Recording Now
‘® Pause Record Stop Record  ={l Add Comment 5 » Date madified Type Sire
# Quick access
. Desktop +| @ vigfiesolveere 3/10/2023531PM  Application 97,998 KB
$ Dow * _» DRYICELABS cert root_Intermediate.pfx 4/10/2023 1228PM  Personal Information ... 7K8
% "2 Dryicelabs-SSL-2022-23 pfx 2/21/20231:05PM  Personal Information . 7K8
] *
) Doy £ Dryicelabs-SfL-2022-23-pfx 2/21/2023 105PM  Text Document 18
e *| 8 stlecs  [fype et Document | 3/17/2023410PM  Cascading Style Shee 22k8
! Binaries Size: 33 bytes
Configure Fislets Date modified: 2/21/2023 1:05 PM

Fixlets

Figure 9 - Host-based certificate

8. Copy the password of the Certificate

i 3 1S
B8 s s

-

eclor - Recording Now

& 0y B S

Fie Edi{( Pause Record Q) Stap Record =] Add Comment @ ~ |
Jis6111511A3T15m61FPBRDIGXKENTOXZZ

Figure 10 — Copy Password
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9. From the same path, right click on the Certificate file, and click on Install PFX to install it

Yal )l % SsL o a X
- Home  Shae  View Y )
& ~{ EStops Rocorder - Recording Now /0] | searchssL r
| (@ Pause Record Q) Stop Record = Add Comment @ ~ Date modified Type Size
\ # Quick access
’ B Desktop + O bigimesolveere 3/10/2023 531 PM Application 97,998 KB
3 nls:  # | DRYICELABS cert « LUOO0I2SZ0R M Personal Intormation . K8
4 Dryicelobs 5512024 | {nstall PFX PM  Personal Information 7K
4 Documents  # =
= = Dryicelabs-5SL-2024 Open M Text Document 1KB
05 Plctures T L stylesss & Edit with Notepads+ PM  Cascading Style Shee. 228
Binaries & Share
Configure Fixlets Open with...
Fdits Give access to >
SsL Restore previous versions
= This PC Send to >
« Local Disk (E) Cut
- Local Disk (F)
Create shortcut
< Local Disk (G) P
& Network Rename

Figure 11 - Install PFX

10. Select Local Machine and click on Next.

i3 pms
o o e
= .

1 Steps Record

tding Now

l (@ payse Record ) Stop Record  =Jl Add Comment @ ~ |
© & Cenficate Import Wizard

| o Quick access
| I Desktop.
¥ Dovmloads
) Documents
& Pictures
Binaries
! Configute Fidets
. Fidets
ssL

s DRYICELABS cert root Intermec
"2 Dryicelabs-SSL-2022-23.pfx

] Dryicelabs-SS1-2022-23-plx-pa:
] style.css

S

= This PC
- Local Disk ()
« Local Disk (F)

« Local Disk (G

@ Network

VU  SearchSsL

Welcome to the Certificate Import Wizard

Ists from your disk to & certficate store.

A certficate,

omnectors.

Store Location
Ocurentuser
® Local Machine

To contrue, chck Next.

Figure 12 — Next

11. In the next page shown, click on Next.

Copyright © 2025 HCL Tech
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= |sst o

I ©

Home  Share  View

- ‘E‘ epis Recorde: - Rabaiding Now v 0| | searchsst r
@ Pouse Record @ Stap Record =l Add Comment @ ~ X
# Quick access € L* Certificate Import Wizard
bigfixresolve.exe =
B Desktop . @
¥ e JDlyiahb 55L.2022-23pfx
= 5-S51-2022-23 p
i = File to.
& Dowmens  # 5 g = hv:d‘
& Pictures ? Do foe!
Binaries
Configure Fidets Fle name:
Fidets fc: SSLDRYICELABS cert root Intermediate. o6 | Browse...
AL Note:
= This PC Persanal Information Exchange- PKCS #12 (PFX,.P12)
< Local Disk € ey %7, £
Microsoft Seriaized Certificate Store (.SST)
« Local Disk (F)
- Local Disk (G)
W Network

Figure 13 - Next
12. Paste the password copied in the previous step and click on the following action buttons

until the import is successfully finished

« WD Steps Recorder - Recording Now v O SearchSSL P

(@ Pause Record ) Stop Record =1 Add Comment @ ~ 3

Wi € ¥ Centficate Import Wizard

8 Desiaop + @ bighresoheere e

$Dowiosts ¢ |MISRSSICSLIRENS

i Dryicelabs-SSL-2022-23.pfx

Do Privete ey protaction

\ﬁ [ Dryielabs-551-2022-23-phe-pas - ——

Dy * b stylecss
Binaries
P Type the password for the private key.
Fidets 3
SSL [sesnesnesnnsnenanenanns]

= This PC Password

< Local Disk (E) Import options:

. Enable strong prvate key protecton. You wi be promoted every tme the
< Local Dk ) Drvate ey oed by o ppkcaton f you enae s opnon.
< Local Disk (G) [T Mark this key as exportable. This il alow you to back up or transport your
keys at a later tme.
& Netviork

Protect private key using virtualized-based security(Non-exportable)

[ inchude all extended properbes.

Sitems  1item selected 6.62KB  State: 3R Shared

Figure 14 — Password pasted
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BB Es s

[

« ‘ﬂ\xrm Recorder - Recording Now ~ — x v SearchssL p

BigFix Resolve Admin Guide

view Y

[
@
o Quick

1 Configure Fidets
1 Fidets
s
2 This PC
~- Local Disk (€)
- Local Disk (F)
~- Local Disk (G)

@ Network

Payse Record Q) Stop Record  =[ Add Comment @ ~

© bigha € & Centificate Import Wizard
" Dryicelabs-SSL-2022-23.pfx

=] Dryicelabs-SSL-2022-23-pfx-pa: =
o stylecss

the certificate.

(OPlace al certificates in the folowing store.

Certificate store

Figure 15 - Next

{31 @0 isst

-nm Shace  View v.!

« 13 Steps Recorder - Recording Now X ~|U | Search S5L b

| (@ payse Record Q) Stop Record =]l Add Comment @ ~ |

(o Quick access.
T EEDesktop
# Downloads
% Documents
& Pictures.
1 Binaries
1 Configure Firlets
I Firlets
s
B ThisPC
- Local Disk (E)
- Local Disk (F)
« Local Disk ()

 Network

-
P
»
»

@ bigfixresolve.exe € oo .
PR

" Dryicelabs-SSL-2022-23.pfx
2 Dryi phepar C the Certificate Import Wizard

¥
o stylecss

‘The certificate will be imported after you dick Finish.

You have specfied the folowng settngs:
Automatcaly determined by the waard

Content PRX
Fie Name. C:\SSLDRYICELABS_cert_root_Intermedate.pfx

Figure 16 — Finish
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## Quick access
D bigfixresolve.exe

B Desktop .
5 DRYICELABS cert_root_ Intermediate pfx
& Downloads  #
 Dryicelabs-SSL-2022-23 pfx
3 onts
Rsumén Dryicelabs-SSL-2022-23-pfx-passkey.txt
I Pictures * 4 stylecss
Binaries

Configure Firlets
Fixlets
SsL

= This PC

« Local Disk (€)
«- Local Disk (F)
«- Local Disk (G)

o Network

| Certiticate Import Wizard

|

Figure

17 - Ok

BigFix Resolve Admin Guide

13. Go to Search, type MMC and run it as administrator to check if the certificate is installed

properly

« 0

W) Pausse Record @ Stop Record =1 Add Comment @ ~
-1 R I R
Best match

SQL Server 2019 Configuration Manager
Desktop apy
Command
® mmc
Apps 55 [\un as administrator

= SQLServer. I Open file location

Figure 18 —Run

Filters \/

as administratitor
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14. Now under Certificates, go to Personal and click on Certificates. The installed certificates

will be shown on the right hand side

| -

v/U  SearchssL
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 Quick access =
P e o
B Db & Console1 - [Console Root\Certiic ertificates] _ o
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o - znwzx:uh BV Rotrgncy Root Agency 117200 <Al ore Actions
e ko 271422026 server A
- || Swsic stz swvnvesauon 22072033 Server A
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2] Remote Desktop
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» [ Windows Live D Toke
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Personal store contains § certificates.

Figure 24 - Certificates

15. Go to Search, type lIS and run it as administrator. Under Sites, right click on the

BigFixResolve site and select Edit Bindings

& Internet Information Services (11S) Manager
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Figure 25 - Edit Bindings
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16. Click on HTTPS Edit and select the installed certificate instead of default CA signed

certificate
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Figure 26 - Edit
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Figure 27 —SSL Certificate
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Figure 28 - SSL Certificate
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Figure 29 - OK
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17. Restart the Website

&} internet Information Services (11S) Manager
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Figure 30 — Restart website
18. To check for the hostname, open the command prompt and copy it
e
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Figure 31 — Copy hostname
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19. Next, open the Browser (Chrome) and enter the FQDN

lt App Marketplace
EES [\ srawidbsqlt001 dryicelabs.com 8444

BigFix Resolve Admin Guide

~
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Username

Password

Figure 32 - FQDN

20. Check for Certificate, you will find “Certificate is Valid” shown there

| 1 apphaketisce
€ > c @

D j € Security %
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Figure 33 - Certificate is Valid

This concludes BigFix Resolve HTTPS Certificate installation.
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2.1.4 Integration requirement

BigFix Resolve Web App integrates with Service Now, which requires Service now OAuth 2.0 Service

now credentials and the organization's LDAP URL.

2.1.41 Service Now

Service Now is a cloud-based platform that provides IT service management, IT operations
management, and business management services. It also provides an APl for developers to
integrate with other systems. This section explains how to use OAuth 2.0 authentication to

integrate ServiceNow with another system.

OAuth 2.0 Credentials are required for integrating BigFix Resolve and Service Now.

OAuth 2.0 is a standard protocol used for authorization and authentication.
It is widely used by web and mobile applications to access user data from other services without
requiring users to provide their credentials to those applications.

To setup OAuth2.0 and access OAuth Applications, please visit: https://docs.servicenow.com . For

furtherdetails, please connect to the Service Now admin at your organization to setup Service Now

Oauth2.0.
The pre-requirements for Service Now are:
e Base URL: This is the ServiceNow instance URL, which is used to access the ServiceNow application.

e Username: This is the username of the account that will be used to authenticate and access the

ServiceNow instance.

e Password: This is the password for the above-mentioned username.

e Client ID: This is a unique identifier for the client application that is integrating with the ServiceNow

instance.

e Client Secret: This is a confidential secret that is used to authenticate the client application with the

ServiceNow instance.
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Contact Type: This field specifies the type of contact that is created when a new incident is logged
in ServiceNow. The default value is email, but it can be set to other options depending on the

organization's requirements.

e Short Description: This field specifies the short description of the incident that is created in
ServiceNow. The default value is "Resolve", but it can be set to other options based on the

organization's requirements.

e Assignment Group: This field specifies the group that will be responsible for handling the incident.

e Assignment Group Get: This field specifies the group that will be used to look up the incident
assignee.

Service Now Service Account should have access to REST API to Create and Update Incidents.

2.14.2  LDAP: Company’s LDAP URL (PATH) and Domain Name

BigFix resolve WebApp integrates with LDAP for Service Now integration as it adds a layer of

authentication that only the authorized users can access.

LDAP (Lightweight Directory Access Protocol) is a protocol used for accessing and maintaining
distributed directory information services over an Internet Protocol (IP) network. A company's
LDAP URL is the web address or hostname of their LDAP server, which allows users to connect to
and access the company's directory services. This URL is used to authenticate users and provide
access to various resources within the company's network, such as email, files, and applications.
The LDAP URL typically begins with the prefix "ldap://" or "ldaps://" for secure connections,
followed by the hostname or IP address of the server and the port number.

Idap://ldap.example.com or Idaps://ldap.example.com

In this example, "ldap://" indicates that the protocol being used is LDAP, "ldap.example.com" is
the hostname of the LDAP server, and ":389" is the port number where the server is listening for
LDAP requests. The port number 389 is the default port used for LDAP communication, but it can

be different depending on the configuration of the LDAP server.
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2.1.5 Firewall requirement

Firewall and Ports requirements:

Table 2 — Firewall Requirements

S.No Source Destination Port Protocol
All BigFix clients that have SSA and the BigFix BigFix Resolve Web 8444*/ (ANY

' Resolve Client Dashboard installed App Server HTTPS PORT) e

2 BigFix Resolve Web App Server LDAP Server 389, 636

HTTPS 443, Network Access to ServiceNow REST APIs

*BigFix Resolve WebApp can be configured to communicate on any https port, proper
firewall rules must be in place to accept the communication to BigFix Clients/SSA.

2.1.6 Installing BigFix Resolve WebApp

To install the BigFix Resolve WebApp, BigFix V10.0.8.37 & above needs to be installed and BigFix
Agent Running on the server where the BigFix WebApp needs to be installed. Before the user
begins installing the Resolve WebApp, they need to ensure that their system fulfills all of the
prerequisites. The BigFix Resolve WebApp can then be installed by running a Task from the BigFix
interface.
Install the Resolve WebApp by completing the following steps:
1. Read the pre-requisite information before the installation.
2. Subscribe to BigFix Resolve Site from License Dashboard under BigFix Management Domain.
3. Runthe Task that installs the BigFix Resolve WebApp from the External Site — BigFix Resolve.
The installation takes a few minutes. The Task that installs the BigFix Resolve WebApp is no
longer relevant once the installation is setup.

Provide the following inputs:
e LDAP URL
e Domain Name

e Base URL - Service Now URL: This is the ServiceNow instance URL, which is used to access the

ServiceNow application.
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e Username: This is the username of the account that will be used to authenticate and access the

ServiceNow instance.
e Password: This is the password for the above-mentioned username.

e Client ID: This is a unique identifier for the client application that is integrating with the

ServiceNow instance.

e Client Secret: This is a confidential secret that is used to authenticate the client application with

the ServiceNow instance.

e Contact Type - Email (Default)/Optional: This field specifies the type of contact that is created
when a new incident is logged in ServiceNow. The default value is email, but it can be set to

other options depending on the organization's requirements.

e Short Description - Resolve(default)/ Can be set according to organization requirements: This
field specifies the short description of the incident that is created in ServiceNow. The default

value is "Resolve", but it can be set to other options based on the organization's requirements.

e Assignment Group: This field specifies the group that will be responsible for handling the

incident.

e Assignment Group Get: This field specifies the group that will be used to look up the incident

assignee.
e Port Number

e Drive location where Resolve Application will be Installed
4. Verify that BigFix Resolve WebApp was properly installed and is running. (Under Program
and Features)

5. Launch a browser and type https://Hostnameofserver:port to verify if the site is accessible.
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@ srawidbsqlt001.dryicelabs.com:8444 ]

USERNAME *

Username

PASSWORD *

Password

Figure 34 —Sign In

2.2 BigFix Resolve Client Dashboard
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Figure 35 — Client Dashboard (Assistant)
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Bigfix Self Service Application

Catalog  History Message Assistant  Ticket

R Tickets

Login to create and manage tickets

Figure 36 — Client Dashboard (Ticket)

BigFix Client Dashboard is an extension to BigFix Self Service Application that provide the Assistant

and Ticket Dashboard to the end users.

Pre-requisites to installing BigFix Client Dashboard are:
e BigFix Self Service Application: SSAV2.2.4 & above installed on all the endpoints where you
want BigFix Resolve Client Dashboard.
For requirements for BigFix Self Service Application refer to:

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Self Service Application/SSA Install

Config Guide/c sys requs.html

Steps to install the BigFix Client Dashboard are as follows:
1. Verify that pre-req's for BigFix Resolve Client Dashboard Requirements are fulfilled.
2. Goto External Site — BigFix Resolve — Fixlets & Tasks — Run Install BigFix Resolve Assistance
Task* on all the endpoints where SSA is installed.
3. Goto External Site — BigFix Resolve — Fixlets & Tasks — Run Install BigFix Resolve Assistance
& Ticket Task on all the endpoints where SSA is installed.
4. Verify that the Assistant or Assistant & Ticket Tab are installed by accessing the Self Service

Application.
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*There are two tasks to install the BigFix Client Dashboard, depending on the organization 's
requirements. If you have configured BigFix Resolve Web App for Service Now Integration,
then please use Install BigFix Resolve Client Dashboard (Assistant)

2.2.1 Assistant

Assistant provides the user with a unified dashboard for device compliance, the organization’s

important links, basic information, and the password management section.

This section is visible to the end users only if enabled and configured by the BigFix
Administrator who has access to the BigFix Resolve site.

— Self-Compliance Check Panel
Provides the end user with immediate visibility into the endpoint's compliance status via a
configurable pre-defined list of indicators.

— Quick Links
Customizable Quick Links for easy access to knowledge base sites, resources, and
documentations.

— Password Management
Provides direct access to Organization’s web pages for changing the password or reset in
case it was forgotten.

— System Summary
Provides a snapshot of the entire system's Hardware, Network, and Operating System
properties.

— Support
A unified dashboard for end users so that they can connect to e-mail, chat or call*.

*Phone number is only an indicator.

2.2.1.1  Configure Password Management Widget

A password management dashboard is a tool that helps users and administrators manage
passwords and other credentials. It provides a centralized location for viewing and managing
passwords, resetting forgotten passwords, and changing passwords as needed. They can improve
security and simplify password management for users. To configure the Password Management

Widget:
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1. Goto External Site —BigFix Resolve —Use Configure BigFix Resolve Password Management

Widget Task.

2. Enterthe Change Password and Reset Password URL’s and run the task on all the endpoints

where SSA Assistant Tab is Installed.
After a successful configuration, if an end user clicks on change password and reset password

they will be redirected to the URL set by the administrator.

Change password and reset password is not limited to only domain or any specific

application and password link can be embedded by the admin which the organization
wanted in there reset system.

2.2.1.2  Configure Quick Links

1. Goto External Site — BigFix Resolve — Use Configure Quick Link Widget Task.
2. Enterthe Link Title, Description and URL, you can only add up to six quick links and run the

task on all the endpoints where Assistant tab is Installed.

2.2.1.2.1 Adding Image to Quick Links

This section will help you change BigFix Quick Link Icons. To do so, we can utilize

BigFix WebUi Send a File Feature.

For Details Please refer - Send a File (hcltechsw.com)

2.2.1.2.2 Upload files
This section explains you how to upload an image, send a file to target devices,
and delete a file from the list.
Before you begin:
e The operator must have the following permissions:
o Can Create Actions
o Custom Content

e SWD must be running, and the operator must have access to it

To upload a new file into the server:
1. From the Devices page, select one or more devices.

2. Click Configuration and select Send file.
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0 BIGFIX Devices Apps v Deployments Reports
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D DEV-MDM-2W @ VYes 26 2 Server Win20191..  BigFix.. [6]

Figure 37 — Devices Page

The Files page is displayed that lists all the files which are already uploaded by the user.
3. Click Upload, navigate and select the file you want to upload (in our case it’s icon for Quick
Links), and then click Open.
4. The file uploading starts and you can see the status of the upload in the progress bar.

5. If you want to cancel the upload, click the red ‘x’ icon next to the progress bar.

Once the file is uploaded, the file list is updated, and the uploaded file becomes available to be sent on

target devices.

If you are using Microsoft Edge browser to upload a file, ensure you are using the MS Edge
version 18.18218 or later. With earlier versions of Microsoft Edge, the progress bar does
not show the file upload status; however, the file list gets updated with the uploaded file.

2.2.1.2.3 Recommendations for uploading Quick Link Icons
e Image Dimensions - 44 * 41
e Width - 44 pixels

e Height - 41 pixels

While uploading any file for Quick Links, ensure that the File name is exactly the same as
given in Quick Links

E.g., MIM Portal.jpg (Refer Below)
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0 BIGFIX Devices Apps ~ Deployments Reports ¢ ~ Ll)

Files

1 File Q

S— -

[] MIM Portal jpg DB Apr 2023 07:53 Default path 303 KE

Figure 38 — File Name

When the file is uploaded, it is saved in the default path. To change the default path:
a. Click the link DEFAULT_PATH against the file for which you want to change the default path.
b. Inthe Destination file path window: (Directory location of BigFix Client):\Program Files (x86)\BigFix
Enterprise\BES Client\___BESData\__ UISupport\Assistant

Destination file path

e AR figFix Enterprise\BES Client'_BESData'_UiSupportiAssist i

¥ Qverwrite if the file already exists on targst

Figure 39 — Destination File Path

c. Enterthe desired path.
d. Selectthe option Overwrite if the file already exists on target if necessary.

e. Click Ok.

The specified path is set as the destination path.
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2.2.1.2.4 Send afile
You can select a file and send it to one or more selected devices.
Prerequisites:
The user permission required to send a file are Create Action and Custom Create.
To send a file to one or more destination devices:
1. Inthe Devices page, go to the list of devices, and select one or more destination devices to
which you want to send a file.
Important:

Select at least one destination device.
If you want to select more than one device, then select devices that belong to the same

operating system.
2. Click More and select Send file.

3. From the list of files, select a file to transfer.

Important: You can send only one file at a time.

You can search and find a file, and sort by upload date, file name, or file size.

e Devices Targeted — This displays the number of devices selected. Click this button if you want

to modify your device selection.

e Settings — Click this button to define file transfer settings.

File transfer settings
Request expires in: 3 Days -
[ stagger deployment start times to reduce network load

Default destination path
C:vPragram Files (x86)\BigFix Enterprise\BES Clients__BESData\__UISupportiassistant

Figure 40 — File Transfer Settings
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e Request expires in — Select a time period from the drop-down list within which the file can be
transferred to the destination devices. After this time period, the file transfer request expires

and the file cannot be transferred.

e Stagger deployment start times to reduce network load — Select this option if you want to

reduce network load.

e Default destination path — Specify the default destination path where you want to transfer the
file in all selected devices.
4. Click Send.
After successful transfer, the file becomes available in the destination devices at the default path

set.

2.2.1.2.5 Delete
To delete files from the server, from the list of files, select one or more files and click Delete.

If you want to use only few Quick Links, then Keep the remaining blank.

2.2.1.3  Configure Device Status Widget

Device Status gives the end-user the option to monitor device compliance status by themselves.

— Operating System: If there are any outstanding patches available on the machine, this indicator will
show as Not Compliant. Otherwise, if the device is updated with the latest available updates, this

indicator will show as Compliant.

— Firewall: If any of the Private, Public, or Domain Firewall policies are applied to the device, it will
show as Compliant. If any of the above-mentioned policies are not applied to the device, it will

show as Non-Compliant.

— EPP: If the antivirus is not installed or if the antivirus services are running, this will show as Not

Compliant. Otherwise, if the antivirus is installed and running, it will show as Compliant.

— Windows Remote Desktop: If Remote Desktop connection is enabled on the device, this will show
as Not Compliant. Otherwise, if the Remote Desktop connection is not allowed, this will show as

Compliant.
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3rd party Apps: If an update is available for any of the BigFix supported 3rd-party apps installed on
the device, it show as Not Compliant. Otherwise, if the 3rd-party apps installed on the device are

updated with the latest patch level, this indicator will show Compliant.

File Backup: If One Drive Backup is NOT enabled, this will show as Not Compliant. Otherwise, if One

Drive Backup is enabled on the device, it will show as Compliant.

Disk Encryption: If the C-drive of the device is not encrypted with Bitlocker, this indicator will show

as Not Compliant. Otherwise, if the C-drive is encrypted with BitLocker, it will show as Compliant.

Steps to configure Device Status Widget are as follows:

1.
2.

Go to External Site — BigFix Resolve — Use Configure Device Status Task.
To configure the page for compliance checks on each of the following, select the relevant
options from each dropdown:

EPP (End-point Protection) has 3 fields to check and configure for compliance for Anti-virus:
e Symantec
e Windows Defender

e McAfee

Select each option to check which one is applicable in your environment, which will check if
Antivirus is installed and running.

Operation System Compliance has 3 options that allow the end user to check the OS for patch

compliance:
e Qutstanding OS patches
e OQOutstanding OS and Windows Application patches

e (Custom Sitename

A custom site in BigFix refers to a site that contains custom content and actions specific

to an organization's needs.

Custom sites can be created to manage endpoints in a particular department or

location, to deploy specific software or patches, or to enforce particular security
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policies. They can contain custom fixlets, tasks, analyses, and dashboards that provide a

tailored view of endpoint activity and compliance.

By creating custom sites, organizations can effectively manage and secure their

endpoints in a way that meets their specific needs and requirements.

(Provide the name and URL of the custom sitenames in the relevant dialogue boxes).

Based on the results, select the OS compliance status in the console for the
machine being used.
— Compliance for third-party applications has 2 options which allow us to check and enforce
compliance. To check, select the relevant option from the console:
Note that this is only applicable for Windows applications which are supported on BigFix as
well

e Relevant patches from Windows applications (Which includes — Windows Application and

Extended Patches).

e Check from Custom Site name (provide the name and URL of the custom site names in the

relevant dialogue boxes and the site should be available on the console)

2.2.1.4  Configure Support Icon
1. Goto External Site — BigFix Resolve — Use Configure Support Widget Task.
2. To configure the relevant buttons on the dashboard, provide the Email address, Chat

hyperlink, and helpdesk number of the support team. And run the action against all the

endpoints where Assistant Tab is Installed.

2.2.2  Ticket

The BigFix Resolve WebApp is used for integration with ServiceNow, so if anyone wants to
configure it, they can do so by using Fixlet - Install BigFix Resolve Client Dashboard (Assistant &
Tickets Fixlet). If the organization doesn't want to use the resolve WebApp, they can only use Fixlet

- Install BigFix Resolve Client Dashboard Assistant Fixlet.
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1. Goto External Site —BigFix Resolve —Use Configure Ticket Tab task.
2. To Configure ticket tab — Please Input the FQDN* and Port Number of the Server Where
BigFix WebApp is Installed.

Fully Qualified Domain Name

2.3 Catalog of Healing BigFix Fixlets

BigFix Resolves provides a list of out of the box fixlets that can be differently categorized into two

main categories:

e Self-service remediation: These are one click solution fixlets that user can execute to
resolve different type of issues related to device performance improvement, remediation of

application issues, remediation of compliance problems or optimization of the device.

e Self-healing tasks: These are fixlets deployed by the IT Operator to enforce certain
configurations, settings or to guarantee that some processes are always up and running into

the end user device.
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Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries.
Consult your local HCL representative for information on the products and services currently
available in your area. Any reference to an HCL product, program, or service is not intended to
state or imply that only that HCL product, program, or service may be used. Any functionally
equivalent product, program, or service that does not infringe any HCL intellectual property right
may be used instead. However, it is the user's responsibility to evaluate and verify the operation
of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You

can send license inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL
Intellectual Property

Department in your country or send inquiries, in writing, to:
HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL Technologies Itd. Provides this publication "asis" without warranty of any kind, either express
or implied, including, but not limited to, the implied warranties of non-infringement,

merchantability or fitness for a particular purpose. Some jurisdictions do not allow disclaimer of
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express or implied warranties in certain transactions, therefore, this statement may not apply to
you. This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new editions of
the publication. HCL may make improvements and/or changes in the product(s) and/or the
program(s) described in this publication at any time without notice.

Any references in this information to non-HCL websites are provided for convenience only and do
notin any manner serve as an endorsement of those websites. The materials at those websites are
not part of the materials for this HCL product and use of those websites is at your own risk. HCL
may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

cclxxxiii

Licensees of this program who wish to have information about it for the purpose of enabling: (i)
the exchange of information between independently created programs and other programs
(including this one) and (ii) the mutual use of the information which has been exchanged, should

contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subjectto appropriate terms and conditions, including in some
cases, payment of a fee.

The licensed program described in this document and all licensed material available for it are
provided by HCL under

terms of the HCL Customer Agreement, HCL International Program License Agreement or any
equivalent agreement between us. The performance data discussed herein is presented as derived
under specific operating conditions. Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. HCL has not tested those products

and cannot confirm the accuracy of performance, compatibility or any other claims related to non-
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HCL products. Questions on the capabilities of non-HCL products should be addressed to the
suppliers of those products.

Statements regarding HCL's future direction or intent are subject to change or withdrawal without
notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to actual
people or business enterprises is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and distribute
these sample programs in any form without payment to HCL, for the purposes of developing, using,
marketing or distributing application programs conforming to the application programming
interface for the operating platform for which the sample programs are written. These examples
have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply
reliability, serviceability, or function of these programs. The sample programs are provided "AS IS,"
without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright
notice as follows:

© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered
trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or
trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle
and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation
in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
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UNIX is a registered trademark of The Open Group in the United States and other countries.
Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and
conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all
proprietary notices are preserved. You may notdistribute, display or make derivative work of these
publications, or any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise
provided that all proprietary notices are preserved. You may not make derivative works of these
publications, or reproduce, distribute or display these publications or any portion thereof outside
your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted,
either express or implied, to the publications or any information, data, software or other
intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the
use of the publications is detrimental to its interest or, as determined by HCL, the above
instructions are not being properly followed.

cclxxxv

You may not download, export or re-export this information except in full compliance with all
applicable laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS
ARE PROVIDED.

"AS-1S" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT
NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND
FITNESS FOR A PARTICULAR PURPOSE.
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