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Special Notice

Before using this information and the product it supports, read the information in Notices
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Edition Notice

This edition applies to BigFix Resolve User Guide version 1.1 and to all subsequent releases and

modifications until otherwise indicated in new editions.
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1 Welcome Note

Welcome to the BigFix Self-Service Application! We're excited to provide you with a convenient and easy-
to-use platform to manage your computing devices. With our application, you'll be able to quickly and
easily access software installations, updates, and patches without needing IT support.

Our goal is to empower you to take control of your devices and keep them up to date, secure, and running
smoothly. The BigFix Self-Service Application is designed to make it easy for you to manage your devices,
regardless of whether you're in the office or working remotely.

We're committed to providing you with the best possible user experience while constantly working to

improve our application. If you have any feedback or suggestions, please don't hesitate to reach out to

us.

6|Page



©) BigFix

BigFix Resolve User Guide

2 Overview of BigFix Self Service

The BigFix Self Service Application provides owners of BigFix-managed devices with tools for managing

software offers and other BigFix actions. It provides live updates, tools for tracking and monitoring

installation status, and action history over time.

Use the BigFix Self Service Application to manage software installations and other BigFix actions on your

device. Install software, patches, updates, and other actions.

1. Click on

in your system tray or menu bar to open BigFix Self Service Application.

The application name or icon on your system might be different than the ones displayed here.

15:30

@ 52°F Clear ~ @ & 22 Q) ENG

17/02/2022

Open Self-Service

Figure 1 — BigFix SSA on menu bar

BigFix Self Service Application contains the following tabs:

ad

ad

Catalog
Assistant
History
Tickets

Message
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2.1 Catalog

Catalog - BigFix Seif-Service Application

Catalog History Availlable Software Dashboard Your Power Footprint

items 1,050 =

v All Categories v Newest v u =

7 &

Offer appears aftera [Admin Action] MAG sample offer [Admin Action] Offer With Pre Running Message
minute with a NEW.. Restart Now NO cat Restart Now 510000 Message No cat

E
<

Suggessed
RCHSLESOT User must take action  User must take action  Autostart in 30 Action with Pre- symbols @#$%*&*()-

in 3660 seconds In 30 seconds seconds Message =002, N\~

E E m m =
——y—
Fid>io

Contact Us Updated a minute ago

Figure 2 — Catalog Display

BigFix Resolve provides healing fixlets under the catalog section, which user can utilize to remediate issues.
The list of healing fixlets available in the catalog is controlled by the BigFix Admin.

Click on an offer to review its details. Click on ‘Get’ to accept the offer and review its progress through
the installation/fix process. Completed installations are flagged with a green circled check and failed
installations are flagged with a red circled cross. A “pending reboot” flag indicates that a device restart is

required.

2.2 Assistant

Assistant provides the user with a unified dashboard for device compliance, the organization’s important

links, basic information, and the password management section.
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This section is visible to the end users only if enabled and configured by the BigFix Administrator who has

access to the BigFix Resolve site.

Bigfix Self Service Application

Catalog  History Message  Assistant  Ticket

@

Home Password Management Quick Links
o Change Password || Service Xchange TARMAC
System IT BreakFix/ServiceRequest Software Asset Management
Summary
Forgot Password Self Service MIM Portal
< FE]
il Service Console Portel Identity Management Portel

Support Reset Password?

Self Service 8@ MIM Portal
Lol Service Console Portel Identity Management Portel

Basic Information

B Domain Name

WORKGROUP Device Status ®) Not Compliant

Q)) IP Address

169.12.123.24, 10.04.89.1°8 = =
EJ_J Operating System £g Firewall
[ Computer Name
WORKGROUP ®) Not Compliant ®) Not Compliant
-] Login
user.name m EPP @ Windows Remote Desktop
Name ®) Not Compliant ®) Not Compliant
User Name
[Se 3rd Party Apps E& File Backup
@ compliant @ compliant

i';ﬂ;:ﬂ Disk Encryption

@ compliant

Figure 3 — Assistant Display

2.2.1 Password Management

The Password Management section provides capabilities for changing the user device password.

0 Change Password:
Change Password button gives the device owner with the option to change password.
a. Click on Change Password and the URL to change password will open in the default browser of the

machine.

O Reset Password:

Reset Password button gives the device owner with the option to reset password.
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a. Click on Reset Password and the URL to reset password will open in the default browser of the
machine.
Password Management

Change Password

Forgot Password

Reset Password?

Figure 4 — Change/Reset Password Management

2.2.2 Quick Links

Quick Links provides the user with the option to open important organization links. The list of Quick Links

visible to the End User is maintained by the BigFix Administrator.

1. Click on the relevant Quick Links button and the URL to the organizational link will open.

Quick Links
Q Service Xchange x TARMAC
s IT BreakFix/ServiceRequest oA Software Asset Management
ISELY] Self Service 8@ MIM Portal
e Service Console Portel Identity Management Portel
SELF Self Service BE] MIM Portal
ey Service Console Portel Identity Management Portel
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Figure 5 — Quick Links

2.2.3 Device Status

Device Status gives the end-user with the option to monitor device compliance status by themselves.

ad

Operating System: If there are any outstanding patches available on the machine, this indicator
will show as Not Compliant. Otherwise, if the device is updated with the latest available updates,

this indicator will show as Compliant.

Firewall: If any of the Private, Public, or Domain Firewall policies are applied to the device, it will
show as Compliant. If any of the above mentioned policies are not applied to the device, it will

show as Non Compliant.

EPP: If the antivirus is not installed or if the antivirus services are running, this will show as Not

Compliant. Otherwise, if the antivirus is installed and running, it will show as Compliant.

Windows Remote Desktop: If Remote Desktop connection is enabled on the device, this will
show as Not Compliant. Otherwise, if the Remote Desktop connection is not allowed, this will

show as Compliant.

3rd party Apps: If an update is available for any of the BigFix supported 3rd-party apps installed
on the device, It show as Not Compliant. Otherwise, if the 3rd-party apps installed on the device

are updated with the latest patch level, this indicator will show Compliant.

File Backup: If One Drive Backup is NOT enabled, this will show as Not Compliant. Otherwise, if

One Drive Backup is enabled on the device, it will show as Compliant.

Disk Encryption: If the C-drive of the device is not encrypted with Bitlocker, this indicator will
show as Not Compliant. Otherwise, if the C-drive is encrypted with BitLocker, it will show as

Compliant.
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Device Status (®) Not Compliant
H =

L—.n:' Operating System &4 Firewall

(®) Not Compliant (®) Not Compliant

m EPP @ Windows Remote Desktop

(®) Not Compliant (®) Not Compliant

&,D- 3rd Party Apps EC’ File Backup

@ compliant @ compliant

ii,;'iia Disk Encryption

@ compliant

Figure 6 - Device Status

2.2.4 Basic Information

Basic Information enables the end user to check the device snapshot. (Domain name, IP address, computer

name, login and name)
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Basic Information

& Domain Name
WORKGRQOUP
(Q)) 1P Address
169.12.123.24, 10.04.89.1°8
[] Computer Name
WORKGROUP
-] Login
user.name

2] Name

User Name

Figure 7 — Basic Information

2.2.5 System Summary

The System Summary dashboard provides a comprehensive overview of the key components and

processes running on a computer system. The dashboard includes sections for Network, Operating

System, Hardware, and Services Running.

O Hardware: This section provides an overview of the system's hardware components, including
the processor, RAM, hard drive, and graphics card. This information can be useful for identifying
hardware-related issues and ensuring that the system meets the minimum requirements for

running specific software applications.

0 Operating System: This section provides details on the installed operating system, including the
version number, build number, and any available updates. It also includes information on system

resources such as CPU usage, memory usage, and disk space.

O Network: This section provides information on the current network configuration, including the
IP address, subnet mask, default gateway, and DNS servers. This information is useful for
troubleshooting network issues and ensuring that the system is properly connected to the

network.
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O Services Running: This section displays a list of all the currently running processes on the system,
including the process name, PID, and memory usage. This information can be useful for
identifying resource-intensive processes and terminating any unnecessary processes that may

be impacting system performance.

Bigfix Self Service Application

Catalog  History Message  Assistant  Ticket

Home Hardware, Software and Network Informaion

FO Hardware v
System
Summary
g Operating System v
Support
Network A~
Services Running A

Figure 8 — System Summary

2.2.6 Support

Support gives users the facility to connect with support.

00 Service Desk Email: Enables the user to open a new mail on the default email client (eg.

Outlook) with the Service Desk mail ID.

00 Service Desk Chat: Enables the user to chat on the default chat service (eg. Skype and Teams) with the

Service Desk.

O Phone Icon: Provides the user with the service desk helpline number.
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Bigfix Self Service Application

Catalog  History Message  Assistant  Ticket

Home Support
o P service Desk Email
System
Summary
@ Service Desk Chat
8 R4 55555555
Support

Figure 9 — Support

2.3 History Tab

Catalog History Assistant Tickets
All Completed Failed Search o,

Date Item Status

Figure 10 — History Tab

1. Click on the History Tab to see a summary of offers over time, and the status of the accepted offers.
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2. Filter the list with the "All Status," "Completed," and "Failed" buttons.

When enabled by your administrator, the Admin Action control allows you to show (or hide) actions

taken by a BigFix Administrator.
3. Hover the mouse over the status icon to see when an action is complete.

In a group action, more than one task is performed in a single update.

4. Click on the group action name to reveal (or hide) its components.

2.4 Tickets

Ticket tab lets the end user create service now tickets if they are unable to get any desired solution or for

any issues.

1. Click on Login in the Ticket tab. (LDAP Credentials will work here)

Bigfix Self Service Application

Catalog  History Message  Assistant  Ticket

1 Tickets

Login to create and manage tickets

Figure 11 — Login page

2. Provide organization credentials and Login.

Ticket Tab must be enabled by the BigFix Administrator through BigFix console using Deploy Ticket Widget
Fixlet.
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‘ Username ’

Password

Figure 12 — Login page

After a successful login, user can create tickets and check the status of all tickets created in the past.

Create New Ticket X

—Select Category— v —Select Type— 7
ONTACT NUMBER HOSTNAN
Contact Number SRAWIDBSQLTO01

write your text here

CREATE

Figure 13- Create New Ticket
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Create New Ticket H
My Tickets (4) [Q \
INCIDENT NOS. $ CATEGORY $ STATUS $ ASSIGNED TO $ DESCRIPTION $ WORKNOTES $

Hardware N/A i hgbikdx!

Hardware N/A Issues with my Mouce

Hardware N/A My keyboard is not working

Software N/A this is a test place

a

Figure 14 — Status of Open Tickets

2.5 Message

This scenario describes how in the BigFix Self-Service Application (SSA) you can manage the messages sent
by the BigFix WebUI Administrator.

This scenario has the following prerequisites:

O SSA 3.1.0. must be installed in the target device.

O Messages tab must be enabled through BigFix Web Ul Configure Self-Service Application.

Part 1: First the BigFix WebUI Administrator sends a notification message to a target device
Part 2 (on the BigFix Self-Service Application): The end user (the user logged on to the target device)

receives the message, views and manages it through the Message tab in the Self Service Application.
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Catalog History Messages

Message Date received ¥ Sender Action
v An important message 5/29/2019, 12:33:4 Kevin o ®
Content of the message

> Another important message 5/29/2019, 12:32:2... Admin fﬁ B

Figure 15 — Message Tab

As a device user, you can:
O See a pop-up to indicate that you have received a message.

O Differentiate between new messages (shown in white background) and already read messages

(shown in gray background).
O Sort the list by Message, Date Received, or Sender.
O View the content of the message by clicking on a message.

O View information about the message, such as the date received and the sender along with the

relevant message.

O Delete a message. To delete:

1. Select the message the user wishes to delete.
2. Click on i} icon.
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3. Click on Yes to confirm.

You can also Undo to restore the deleted message.

Messages are automatically deleted from the message tab after the expiration days, which is set through
WebUI Server Setting.

0 Postpone a message to read it at a later point in time: To postpone:
1. Clickon CDicon on a new message.

2. Select an option to be reminded in an hour or on the following day.

An hourglass icon (= ) next to the message indicates that the message is postponed. A reminder will

pop-up within an hour or on the following day as per the selected option.
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Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your local
HCL representative for information on the products and services currently available in your area. Any reference to an
HCL product, program, or service is not intended to state or imply that only that HCL product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any HCL intellectual property
right may be used instead. However, it is the user's responsibility to evaluate and verify the operation of any non-HCL
product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property
Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
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EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express

or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made

to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without
notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this

HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.

cclxxxiii

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of
a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement
between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results may

vary.
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Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm the

accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the

capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCL's future direction or intent are subject to change or withdrawal without notice, and represent

goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these
names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques on
various operating platforms. You may copy, modify, and distribute these sample programs in any form without payment
to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.
HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United

States, other countries, or both.
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Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices are
preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or
implied, to the publications or any information, data, software or other intellectual property contained therein. HCL
reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the publications
is detrimental to its interest or, as determined by HCL, the above instructions are not being properly followed.
cclxxxv

You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO

IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.
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